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REAL-LIFE STORY CH RON I CLES
OF A RANSOMWARE

- Ransom Attack on an “XYZ Corp”

_ Malicious Email Attachment

- Lateral Movement through SMB & WinRM
- Traced Commands to a Known C&C, Data Exfiltration

to Fileshare

?

Oren Koren
Co-Founder & CPO

A4 VERITI

“Classic case of security
controls misconfiguration...”
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OUR MISSION

MAXIMIZE EXISTING SECURITY CONTROLS
AND MINIMIZE BUSINESS DISRUPTION

DETECTING and REMEDIATING of high-risk vulnerabilities & misconfigurations

on your infrastructure security controls.

Bechor Pinhas
Director of Solutions Engineering @ VERITI
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SECURITY CONTROLS ASSESSMENT
Cyber Risk
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MAIL SECURITY
Sandbox (email)
CDR
Anti-Virus
Anti-Phishing

TYPICAL SECURITY STACK
IN AN ORGANIZATION

NGFW/WAF
IPS
Anti-Malware
Anti-Bot
Sandbox

SSLInspection
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EDR/EPP
Behavioral
Anti-Virus
Anti-Bot

Host-IPS

Sandbox
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OS/VA
Group Policy
User Role Access
Patch Routine

Vulnerability Assessment
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Network

Micro-Segmentation

NDR
DNS-Security



PROLIFERATION

There are so many siloed, non-
integrated security solutions that
increase complexity and
operational overhead.

48

Avg. number of security
tools in a given company

Gartner



52%

of security alerts & logs are
False Positives
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The sheer amount of security 0—/! o 00k

deployments and configurations
makes it difficult to harden
security defenses without
risking business operations.




60%

Of cyber security incidents
caused due to security
controls misconfigurations

I Gartner

AUTOMATION

The scarcity of time, expertise, and
resources poses a significant challenge
for security teams to navigate disparate

configuration languages.

Sometimes even fear — something

might break!




SECURITY CONTROLS OPTIMIZATION PLATFORM

Continually analyzes and evaluates the current exposure to threats, identifies high-risk
vulnerabilities, and provides actionable remediation path to maximize the security posture.
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INTEGRATE —_— ANALYZE —_— IDENTIFY & REMEDIATE

v" High-Risk Vulnerabilities

v’ Security Controls Security Threat Configuration
/ .

v" Vulnerability Assessment Traffic Behavior & Logs Security Posture Gaps
/ . . .

v’ OS-Level (Agentless) Network Structure Misconfigurations

v' Attack Indicators

v One-Click Remediation

System Telemetries

Security Vulnerabilities (VA & OS)
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Enrichments & Intelligence Feeds
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HOW VERITI HELPS
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SPEED SCALE RESOURCES
AUTOMATE CROSS-VENDOR AUGMENT
MONITOR CONTINUOUSLY UNIFIED MONITORING SAFE REMEDIATIONS (NOT ALERTS)
PROACTIVELY IDENTIFY ISSUES COMMON LANGUAGE HOURS / DAYS = MINUTES

PRIORITIZE ACROSS VENDORS & PROFILES
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INTEGRATIONS
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Automatically
CloseSecurity
Gaps and
Remediate Risks

Remove false
positives from
security alerts

Analyze Security
Stack

Leverage Al-Enabled
Risk Exposure Queries
and automated
remediation
playbooks

Map Security
Controls
Optimization to
Environment

Address activeattacks
and business disruption
caused by
misconfigurationsand
security gaps

UNIQUE ADDED VALUES

GETTING MORE WITH
LESS
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One-Click Remediation

Eliminating False Positives
Agentless OS-Level Remediation
Maintain Cyber Hygiene

Enhanced Zero-Day Protection
Optimize Resources

Cross-Team Collaboration
Actionable Insights Within Minutes
Defragmenting Security

Security Controls Assessment



GET PERSONALIZED
SECURITY CONTROLS ASSESSMENT

Our non-intrusive assessment process empowers you to easily
identify misconfigurations, understand their root causes, and fortify
your defences. Continuously.
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SUMMARY




Visit us in/ VERITIbooth for
Use Cases & DEMO

THANK YOU!

Bechor Pinhas
Director of Solutions Engineering @ VERITI
+972-52-671-5176 | pibechor@veriti.ai
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