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The Human side of Security

David Higgs - CISSP, C|EH
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What are Rapid7 doing about it?
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The Rapid7 Threat Complete Offer

Unlock a unified risk and 

threat experience with proactive, 

detective, and responsive security: 

● Know your exposure

● Find threats earlier

● Respond with confidence

Two solutions. One Partner. 

Complete coverage.

VRM Wave, Q4 2019 

LEADER 
Peer Insights Vuln. Assessment, 2020

CUSTOMERS’ CHOICE
Security Analytics Wave ‘20

STRONG PERFORMER
MDR Marketscape ‘21

LEADER
MDR Wave ‘21

STRONG PERFORMER
13SIEM Magic Quadrant, ‘20 & ‘21

LEADER
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Only Rapid7 takes detection and response 
from end to end without limits

CONTEXT INVESTIGATE CONTAIN FORENSICS RESILIENCENOTIFYREDUCE RISK

● What?

● When?

● Where?

● Construct 
attack 
timeline

● Email incident 
summary

● Call if there’s 
a breach 

● Understand 
exposure

● Manage 
vulnerabilities

GATHER DATA

● Endpoints

● Infrastructure

● Applications

● Software

● Users

● Cloud

● Correlation

● Automation

● Make sense of 
event data

● How did it 
happen?

● What was the 
full scope and 
impact?

● How do we 
eradicate the 

threat?

● How do we 
prevent 
recurrence?

● How do we 
improve our 

security 
posture?

● Quarantine 
Endpoints

● Lock Accounts

ALERTS

● Prioritize

● Eliminate 
false 
positives

● Identify 
activity to 
investigate

TRIAGE

● Prioritize

● Eliminate 
false 
positives

● Identify 
activity to 
investigate

Rapid7 handles EVERY incident, no matter how large or complex. 
With us, there is no line. We’re there for you when you need it.

Active ResponseSOC Investigates & ValidatesXDR Detections (InsightIDR)Manage Risk Unlimited IR
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Hacker Forums

Service 
Engagements

User Activity

User Context

Rapid7 

Threat Engine
Real-time Intelligence

Threat Mapping 
Detections Curation

OSint Social NetworksCode Repos

Black
Market

Dark 
Web

Velociraptor

Research 
Team

Metasploit

AttackerKB

Sonar

External Intelligence

Custom Data

Network

SaaS

Tech Partners

Data Sources

Customer Signals 

Insight 
Customers

Malware & 
IOC Feeds

Rapid7 Community Intelligence

Endpoint

Cloud

Heisenberg

MITRE

XDR Platform
Cloud-native scale

Ingestion, Enrichment, 
Correlation, Analysis

Rapid7 
24/7/365
Security 

Operations Center

Strategic Customer 
Advisors

SOC Analyst Pods

Incident Response 
Consultants

Threat Hunters

Complete Risk & Threat Coverage

Manage 
Risk

Prevent 
& Detect 
Early & 
Reliably

Eliminate 
Faster

NGAV

Unlimited 
Vuln Scans

VM Tooling

Hosted 
Console

Advanced 
Prevention*

EDR

NDR

Cloud TDR

UEBA

Attacker 
Behaviors

FIM

Unlimited IR

Active 
Response

SOAR

Threat 
Hunting

DFIR

Unlimited 
Data Ingest

SIEM Deception

Compliance

Containment

Grow with 
a Trusted 
Partner

Access & 
Transparency

Strategic 
Advisory

Actionable 
Reporting

Tailored 
Assessments

Managed Threat Complete
No matter where threats start, threats end with Rapid7 Managed Threat Complete

Tactical 
Operations

Malware Analysts

Expertise

Technology / Tooling
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Managed Threat Operations

Proactive Threat Hunting          |          Malware Analysis          |          Threat Intelligence          |          Detection Engineering          |          Managed Services Labs

IR Consulting
XDR
Alert

Reported 
& Closed

Your SOC Pod
Incident Forensics

Threat Hunt Investigations
Security Posture Assessment

Alert Tuning

Report Creation

Incident Response
Breach Response

Lead IR Investigations
Digital Forensics
Report Creation

Post-Mortem Reviews

Tactical Operations
Tier 1 - 3 Triage

Incident Investigation
Validation

Customer Notification
Active Response
Report Creation

Customers extend their team with D&R experts

4
Global SOCs (FTS coverage)

7-10
Analysts per SOC pod

95%+
3-Year Analyst Retention Rate

Security Accelerator

Customer Advisor         |          Monthly Meetings          |          Security Posture Assessment         |          CIS Security Benchmark Assessment          |          Trend & ROI Reporting

People, Training & Culture
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Mitigate risk and contain impact
Processes & Procedures

Vulnerability 
Management

Mitigation & 
Remediation Baselining

Risk &
Threat Hunts

ONBOARDING

ALWAYS-ON

IR Plan & 
Runbook 

D&R Readiness 
Advisory 
Session

Security 
Posture 

Assessment

* Available with MTC Advanced package
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Top 25 Remediations by Risk

Monthly Service Report Security Posture Assessment

Executive & Trend Reports

Incident Report

Critical Controls Assessment

Practitioner-first approach that delivers answers
Goals and Metrics

View all reports:  https://docs.rapid7.com/services/mtc-deliverables/

https://www.rapid7.com/globalassets/docs/managedservices/rapid7.mdr---example-monthly-service-report.html
https://www.rapid7.com/globalassets/docs/managedservices/csc_briefing_v1.0.pdf
https://www.rapid7.com/globalassets/docs/managedservices/feb_2023_threat_briefing.pdf
https://www.rapid7.com/globalassets/docs/managedservices/rapid7-mtc-security-posture-assessment-report-example.html
https://www.rapid7.com/globalassets/docs/managedservices/mdr-incident-report.pdf
https://view.highspot.com/viewer/63d9af20eb11669032d0edb4
https://docs.rapid7.com/services/mtc-deliverables/


Something was missing…
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Managed Threat Complete

24x7 Expert Threat Monitoring and 

UNLIMITED Incident Response

Highlights:

● Complete transparency with 

access to InsightIDR Ultimate, 

Rapid7 XDR platform

● Detections Content Service 

powered by Rapid7 Threat 

Engine

● 24x7 Threat Monitoring

● Active Response automation

● Unlimited Incident Response

● Comprehensive Reports

● Managed Risk powered by 

leading leading vulnerability 

management, InsightVM

UltimateESSENTIALS ADVANCED

Advanced Threat Detection & Response 

for Modern Environments

Highlights:

● Dedicated Customer Advisor

● Monthly Service Meetings

● IR Planning Assistance

● Customized Quarterly Executive 

Reports

Unlock Holistic Security Leadership & 

Ransomware Coverage

Highlights:

Everything in Managed Threat 

Complete Advanced PLUS:

● Managed Vulnerability 

Management

● Managed Digital Risk 

Protection

● Hosted Velociraptor Integration



2222

Rapid7’s Cloud Risk Complete Offer

Experience the only practitioner-first 

security platform with Rapid7. Your partner 

to future proof your business. 

● Unlimited Users and Automated Workflows

● Unlimited Vulnerability Management

● Unlimited Application Security Testing

VISIONARY
AppSec Magic Quadrant 2021, 2022

STRONG PERFORMER
Cloud Workload Security, Q1 2022

LEADER
VRM Wave, Q4 2019

CUSTOMERS’ CHOICE
Peer Insights Vuln. Assessment, 2020

22
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What’s driving your cloud journey?

● Born in the cloud from the start

● Digital Transformation / Innovation

● Direct to Consumer Engagement

● CapEx to OpEx

● Outsourcing Strategy

● Mergers & Acquisitions

● Runaway engineering, product, 

marketing and/or big data teams

Innovators → Early Adopters → Early Majority → Late Majority → Laggards

Cloud Now

Cloud-native

Cloud Soon
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How easy is it to find a public S3 or Blob in the real world??

S3 & Blob have a format that allows us to use specific google search 

operators

virtual

● http://{bucket}.s3.amazonaws.com

● http://{bucket}.s3-{aws-region}.amazonaws.com

Path

● http://s3-{awsregion}.amazonaws.com/{bucket}

What are google “dorks”

If I type “site:rapid7.com” it will only return results from rapid7.com.  If i type “site:rapid7.com 

filetype:pdf” it will only return pdf’s from rapid7.com in the results

about:blank
about:blank
about:blank
about:blank
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How easy is it to find a public S3 or Blob in the real world??

Just Google it…

site:http://s3.amazonaws.com intitle:index.of.bucket

site:blob.core.windows.net
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5 mins

Act Faster With Unlimited Risk Coverage

Cloud Resource Made 
Available to the Public

Other Solutions Detect 
Cloud Resource Made 
Available to the Public

1 HOUR 2 HOURS    3 HOURS   4 HOURS    5 HOURS   6 HOURS    7 HOURS    

In less than 5 minutes…

Remediation is completed well before alternative solutions even detect risk in your environment.

Technology, Processes & Procedures
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Infrastructure

Risk : N/A
Action: Notify

Open to world
Port 8001

Cloud Identity

???

Risk: Medium
Action: Escalate

Risk: High
Action: Automate

Environment ???

Application

Infrastructure
Open to world
Port 8001
Port 22

Cloud Identity

Web App

Environment Production

Application

??????

Infrastructure
Open to world
Port 8001
Port 22

Cloud Identity

Crown Jewel App
Known Vulnerability

Environment Production

Application

Admin

Make Context-driven Decisions With Layered Context

Training, People & Processes

https://commons.wikimedia.org/wiki/File:Kubernetes_(container_engine).png
https://commons.wikimedia.org/wiki/File:Kubernetes_(container_engine).png
https://commons.wikimedia.org/wiki/File:Kubernetes_(container_engine).png
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Visualize Your Attack Surface in Real Time

Visualize risk across your cloud environments in real-time, mapping relationships 

between compromised resources and the rest of your environment.

Identify Avenues to Sensitive Resources and Data

Prioritize remediation efforts by understanding the toxic combinations that provide 

bad actors paths to access to business-critical resources or and data.

Communicate Risk to Non-technical Stakeholders

Report on risk and potential impact of an exploit to non-technical 

stakeholders with easy-to consume attack path visualizations.

Visualize toxic 
combinations with 
Attack Path Analysis

Training, People & Processes
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Define Risk Consistently

Establish a consistent definition of risk across your organization, aggregating 

insights and normalizing scores from on-premises and cloud assessments.

Communicate Risk Posture and Progress

Achieve a unified view of risk across your hybrid environments to effectively 

communicate risk across the organization and track progress.Manage and 
Communicate Risk 
Across Hybrid 
Environments with 
Executive Risk View

Make Informed Decisions

Take a data-driven approach to decision making, capacity planning and drive 

accountability for risk reduction across the entire business.

Goals and Metrics
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Thankyou 
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Questions
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